How to protect your
business from cyber
theft and payment fraud
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After all the time, energy and hustle you've put into
your business, you take pride in the reputation

and success you've worked so hard to build. As you
should!

So why allow cyber criminals to steal these from you?

The end goal of most cyber thieves today is to get
their hands on money.

Your money.
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If someone in your company opens a phishing email tomorrow,

To prevent a thief from seizing your network and demanding
ransom?

To deter an embezzler from stealing your company’s banking
information and sending wire transfers to offshore accounts?

To prevent a crook from redirecting supplier payments to bogus
accounts or stealing payroll from your employees?



G”T‘.ﬁere are lots of ways . e
businesses can ‘protect -
themselves but in genera.li

they are only now starting to wake u@/
‘to the seriousness of the problem.” -

J i

ames Swanson

»Partner, Miller Thomson LLP
2017 Calgary Technology Law
Lawyer of the Year




This is no time to lose to thieves - it’s time for Alberta
entrepreneurs to apply ingenuity and determination

to win this race. In this white paper, the Treasury

and Payments Solutions team of ATB Financial
shares timely and critical information about
theft, payment fraud and other cyber threats that
are harming Alberta businesses, along with ideas
and tips you can implement immediately to protect
yourself, your customers and your business.
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Someone 1n the company clicked in an email...

..immediately downloading spyware
into the system and enabling hackers to
gain administrative access. Apparently
they spent some time spying on
internal activities and emails.

The assistant wired the funds to the
overseas account.

When the real CEO returned to the
office, he knew nothing about it.

One day, when the CEO was travelling,
the cyber criminal sent a fraudulent
email through the CEQ’s account to his
assistant.

“Please wire $200,000 immediately to
this account. I’'m about to board a plane so
youwon’t be able to get hold of me. But it’s

urgent you do this right away.” The funds were gone, and untraceable.




Cyber thieves use an
entrepreneurial business model

To execute crimes, many cyber thieves use
sophisticated business models - similar to those of
entrepreneurs.

In fact, organized crime is the most prevalent type
of cyber crime today, making it the most significant
threat to Alberta businesses.

While casual attackers and nation states
represent other significant types of external
attackers, organized criminal networks

accounted for o 0/

of all breaches in 2017.1

" Verizon 2018 Data Breach Investigations Report



Focused on “following the money,” like
entrepreneurs, they look for ways to increase
revenue and maximize profits. Unlike
traditional entrepreneurs, they do this by
stealing from individuals and organizations.

Like their legal counterparts, criminals

build their business models to achieve
competitive advantage through specialization,
innovation, quality or customer service. Many
integrate divisions ranging from research

and development, to sales and marketing, to

finance and accounting.

These businesses are usually connected with
sophisticated criminal networks. Within the
underground marketplace, or dark web, these
networks include salespeople who sell stolen
data and exploit kits (hacking toolkits for cyber
criminals to distribute malware or perform
malicious activities by exploiting vulnerabilities
in systems/devices), middlemen who facilitate
criminal transactions and specialists who
provide help desk support.

The criminals inside

Sometimes, it's not a faceless criminal stealing from you.

While most cyber attacks originate
from outside,

are carried out by
O insiders and
2 % by partners?

Criminals could be the people you trust the most.

During cyber crime investigations, lawyer James
Swanson of Miller Thomson discovered an executive
siphoning source code off company servers in the
Caribbean, a manager who hid stolen information on
their kids’ game console at home, and an employee
who tried to hide evidence by burying a company hard
drive in the garden at home.

2Verizon 2018 Data Breach Investigations Report




What thieves want from
your business

The 2018 edition of the globally respected Verizon
Data Breach Investigations Report found that

767 of breaches were
(0 financially motivated
while gaining strategic

advantage (espionage) 13%

was the motivation for

So money is usually the goal, and payments
are especially vulnerable.

Inits 2018 Payments Fraud
and Control Survey, the
Association for Financial
Professionals found that

78%

of the nearly 700 respondents
said their organizations were hit
by payments fraud.?

32018 AFP Payments Fraud Survey



The following are some of the most common types of payment fraud and cyber
theft against businesses and the schemes criminals use to carry them out:

Cheque fraud is one of the oldest,
and still the most common, forms
of financial crime. There are many
ways that thieves commit crimes
with cheques:

* Duplicate cheques
+ Stolen blank cheque stock

+ Split deposit - fraudulent cheque
deposited into victim's account and a
portion requested in cash

+ Forged endorsement - stolen
cheques signed by someone other
than the account holder

+ Counterfeit - fake cheques that
are not issued or authorized by
legitimate account holders

+ Altered - cheques that are
intercepted and altered to change
the beneficiary or amount

+ Fictitious recipient - cheque issued to

fictitious person or organization

Fraudulent vendor billing - an
employee creates a shell company and
pays it with company cheques

Payroll fraud - an employee accesses
payroll records and simply changes
their salary

Payroll system attack - a criminal
steals credentials, logs in prior to a
pay run and changes employees’ bank
details to those of fraudulent accounts

Fake invoices / invoice attacks -

a hacker intercepts email correspon-
dence, poses as a supplier and directs
accounts payable to pay invoices to a
new fraudulent account instead of to
the supplier's genuine account

Corporate account takeover - a
hacker accesses the bank or credit
card accounts of a company and starts
making charges

Electronic funds transfer / wire
transfer fraud - an attacker gains
access to a company'’s financial
accounts and wires money to accounts
they control

Extortion - hackers take over a
network system and freeze it, offering
to reinstate access after the company
has paid a ransom

It’s important to keep in mind that, like
entrepreneurs, cyber attackers are innovative,
continually evolving their techniques and tools.
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These are
some of the
main ways
that cyber
thieves gain
access to
organizations:

B 68%

5 Verizon Data Breach Investigations Report
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Hacking

* break into a computer or network

Phishing

+ trick people into revealing sensitive
information, like passwords and
credit card numbers

+ spear phishing targets specific
people or departments

+ whaling targets important people
like company executives

i

Pharming

+ redirect website traffic to a bogus
website, usually a banking or
e-commerce site

Spoofing

+ impersonate another user to
infiltrate systems

+ email spoofing - email header that
appears to be from someone the
recipient knows

+ |IP spoofing - fake IP address that
impersonates a trusted computer

+ address bar spoofing - replaces
legitimate address bar with a fake

&

Social Engineering

+ gain access to systems by deceiving
and manipulating people into
breaking security procedures
and best practices

e\

Piggybacking

*+ access a network by using a
legitimate user’s connection,
often when they don't log out



malicious software
(malware) that demands a

ransom fee be paid after the
software is installed on a
computer system

malware that monitors

computer activity and collects
personal information like
e-mail messages, usernames,
passwords, credit card
information

malicious code that replicates
when people send it through
emails, messages or
attachments, and spreads
to other computers by
attaching itself to other
computer files

The cyber criminal’s arsenal

malicious code or software
that can take control of a
computer and steal or cause
damage or disruption

self-replicating like a virus
but doesn't require human
assistance; can spread
exponentially faster than a
virus because it can clone
and transmit itself

Cyber criminals spend
money on R&D just like
legitimate businesses,” says
lawyer Swanson of Miller
Thomson. “They’re now using Al, for
example, to rapidly scan systems for
vulnerabilities. It automates what
they do so they can do it faster.”




The fallout from cyber
attacks on your business

Cyber breaches are increasingly costly -- and sometimes deadly
-- for businesses.

There are costs related to business
The average per capi'fa disruption, remediation, and
gﬁ:j;_databreac}l o notification. According to the
Ponemon Cost of a Data Breach
$ 2 O 2 study, organizations in Canada had

the highest direct costs related to

- was among the
highest in the world in compromised records in 2017:

2017°¢
6 Ponemon Cost of Data Breach Study 1 p e r re CO rd .

These costs included engaging forensic experts and legal counsel,
identity protection services for victims and more.

Canada also had the highest average detection and escalation

costs for a data breach - $1 .78 million. These costs
include forensic and investigative activities, assessment and audit
services, crisis team management and communications.

But there are more than just financial consequences to cyber
theft and fraud and these deeper consequences can impact a
company's ability to survive a cyber attack.




Damage to company value
and customer base

] For example, a 2017 global survey, The Impact of Litigation is another increasingly costly outcome of
Data Breaches on Reputation and Share Value, cyber breaches. Class action lawsuits are on the rise.

. ;
found. RElt ;ompanles An Alberta court, for example, is currently assessing
Il expirlehcedar:'aver?ge class-action certification of a lawsuit launched
Rl PIiceICeCINEe 0 against Uber on behalf of Albertans whose personal
V information was compromised in a 2016 data breach
following a breach. in which the personal information of
was stolen.
Even more damaging,
of impacted consumers
discontinued their
relationship with the
business following
a breach.
And, if a breach involves sensitive customer data Although still in the early stages in Alberta and Canada,
and a company does not handle the repercussions mandatory notification legislation is expected to fuel
competently, customer acquisition and loyalty can litigation because many victims who are notified will
erode further. Most people will choose not to do seek monetary compensation. Businesses that fail to
business with a company they don't trust. meet the legislated requirements related to breaches

put themselves at risk of significant damages.
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Ignorance of the law is no excuse.
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investigates a breach at your company, you’ll need to
be able to show that you took all reasonable steps to
avoid a breach.

If the Office of the Privacy Commissioner

If the subsequent investigation shows that you
didn’t, it won’t go well for you.”

James Swanson
Partner, Miller Thomson LLP



The majority of Alberta private sector businesses have been
subject, since 2010, to mandatory rules under the provincial
Personal Information Protection Act (PIPA) requiring them to report
data breaches when personal information was compromised. With
the arrival of federal breach notification requirements on November
1, 2018, all Canadian organization must follow the new Breach of
Security Safeguards Regulations.

It's expected that enforcement of privacy breaches will become
more proactive across the country, and companies that fail to meet
mandatory reporting obligations may face significant fines.

The new federal requirements, under the Personal Information
Protection and Electronic Documents Act (PIPEDA), apply to any
business operating in a province that is not subject to substantially
similar provincial legislation, such as Alberta.

Like PIPEDA, the Personal Information Protection Act (PIPA) in
Alberta governs the collection, use and disclosure of personal
information by organizations in a manner that recognizes both
the right of an individual to have his or her personal information
protected and the need of organizations to collect, use or disclose
personal information for purposes that are reasonable.

The reporting provisions of PIPA and PIPEDA and very similar.
Under PIPA if a company experiences any incident involving
the loss of or unauthorized access to or disclosure of personal
information, it will be required to notify the provincial Information
and Privacy Commissioner “without unreasonable delay.” In turn, the
Commissioner may require the organization to notify individuals of
the loss of their personal data.

A company must provide notification “where a reasonable person
would consider that there exists a real risk of significant harm
to an individual as a result of the loss, or unauthorized access or
disclosure.”

If a company experiences any “breach of security safeguards”,
it will be required to:

1. Perform a risk assessment to determine “real risk of
significant harm”

2. Report the incident “as soon as feasible” after the breach
occurs to:
a. The federal Privacy Commissioner,
b. Individuals affected by the breach, and
c. Any organization (like a bank) that might be able to reduce
the risk of harm to the affected individuals.

3. Maintain a record of the breach for a minimum of two years-
even if the data breach has no risk of significant harm.

A breach of security safeguards refers to any loss, unauthorized
access or disclosure of personal information, if the breach creates
a real risk of significant harm to an individual. This encompasses
bodily harm, humiliation, damage to reputation or relationships,
loss of professional or employment opportunities, financial loss,
identity theft, negative effects on credit record or damage to or
loss of property.

With potential fines of up to $100,000 under both PIPA
and PIPEDA, organizations should prepare to comply
with the requirements.



Every business
will be attacked

by cyk f

ecurity Leader
ern Canada,




Fong suggests Alberta businesses should develop a strategic
risk-based approach to security. This begins with establishing

a vision of where you want your business to be regarding
risk tolerance, conducting a security gap analysis, prioritizing
issues and then creating a plan for the next one to five years
to address gaps. “Cyber risks evolve quickly and have to stay on
top of them to protect the health of your company.”

The size of a business is
irrelevant.

Cyber crime is about vulnerability.

Criminals look for the weakest link and
that’s what they exploit.”
James Swanson

Partner, Miller Thomson LLP



Four quick
cybersecurity
wins

dramatically reduce the potential for cyber theft and
fraud and also limit the damage caused by a breach.

Access controls
are strong

Check that permission and access controls are strong.
This means vital areas of the business - such as certain
applications and devices connected to the network,
cheques, cards, electronic payments - are segmented
with strong security controls that restrict access only to
authorized individuals.

Technology is up to date

The massive 2017 data breach at Equifax that compro-
mised the personal information of some 150 million
people was the result of a simple failure to patch
software - updating a program to fix vulnerabilities.
This is a common cause of cyber breaches.

Verify that processes and policies are in place to
ensure timely patching. Consider using automated
tools that identify and apply patches within network
devices, operating systems and applications. For
systems that cannot be upgraded or patched, controls
such as firewalls should be in place to protect the rest
of the network.



Employees

are aware of
and trained to
recognize cyber
threats

It's estimated that close to 90 per cent

of data breaches are caused by human
error. In fact, in 2017 nearly one-third of
Canadian businesses unknowingly leaked
sensitive information - including customer
data - to cyber thieves. Why? Lack of cyber
security awareness.

Creating a cyber-savvy workforce is
essential. Provide ongoing training for
employees to understand how hackers
work and what typical attacks are. Keep
employees informed about the latest
security threats and techniques, how they
can protect themselves, and what your
company is doing to mitigate these risks.

eBay
145 million

Anthem, owner
of Blue Cross and

Blue Shield
145 million

JP Morgan
Chase
83 million

Uber
57 million

Equifax Deep Root Analytics
146 million 198 million

“Phishing trades on people’s trust and lack of
knowledge,” says Swanson of Miller Thomson. “If you
train people to be suspicious, they will recognize a
phishing email when they see it. You can even make
training fun.” [think phake phishing expeditions]!
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The more involved you
are in the day-to-day
financial transactions

of your business, the lower the

“e it will suffer a large loss.”

Brian Ford
Vice-President,
ATB Business Solutions




Here are five tips from ATB’s Treasury

and Payments Solutions team that can
substantially reduce the potential for
payment fraud in your business.
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Policies and procedures are only effective
to the extent that people follow them.
The value is lost when an employee

compromises them because of a rush request or to
please a boss.

This is why ongoing education should be a top
priority - training that is relevant to employees’
work, the security issues they face, the changing
techniques used by cyber criminals and the best
practices employees should follow.”

Brian Ford
Vice-President,
ATB Business Solutions



First steps when
you discover
athief has
infiltrated your
systems

Contain the damage
Identify what has been taken or affected

Consult with legal counsel to determine
obligations

Notify law enforcement

Assess the consequences to the business,
employees, customers, partners

Determine internal and external
notification requirements

Hire appropriate security experts to assist
with remediation

Reinforce your security

Justin Fong

Cybersecurity Leader
for Western Canada,
Deloitte

ATB’s commitment to rigorous security processes to protect
our customers

Safeguarding our customers’ sensitive personal data is a top
priority at ATB Financial. We continually review and update our
security systems and protocols to stay ahead of potential threats.

While, for obvious reasons, we can't disclose details of our multi-
layered defences, some of the security measures we have in place
to protect customers include the following:

Two-factor authentication for online banking

Encryption technology to help ensure that
data passing between your device and our web
server is secure

Firewalls to protect your information with us

Customer verification procedures

Analyzing banking transactions to identify
suspicious patterns




When we have discussions with
‘ ‘ customers about payments, we

aim to be proactive about the
potential for fraud and theft.

We share information and insights about
others’ experiences with these challenges
and offer suggestions and best practices that
might be helpful in their own situation.”

Brian Ford
Vice-President,
ATB Business Solutions
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